Abstract. The emergence of grid and cloud computing systems has introduced new security concepts, so it requires new access control approaches. Traditional systems engineering processes can be enriched with helper approaches that can facilitate the definition of access control requirements in such complex environments. Looking towards a holistic approach on the definition of access control requirements, we propose a four-layer conceptual categorization. In addition, an example is given so that to demonstrate the utilization of the proposed categorization in a grid scenario for defining access control requirements, and evaluate their fulfilment vis-à-vis contemporary employed access control approaches.
Introduction
Grids [1] and clouds [2] are two promising computing technologies, which in the recent years have become the focal point of the science communities and the enterprises. However, contemporary implementations are characterised by an intrinsic complexity due to lack of standards, ad-hoc implementations and use of approaches which are not specifically designed for these environments. Access control is such an example. Security system designers need to define access control approaches that can cope with the complexity of these environments. Systems engineering can be used as a process in their development; however, an approach that incorporates the characteristics of these systems is non-existent. Therefore, we identify the need for a holistic approach in access control requirements definition that will enhance and facilitate the process of their identification and consequently, result in new access control models for grid and cloud computing environments.
Concerning access control approaches in current systems, we identify two main categories. The first is the Role-Based Access Control (RBAC) [3] and the second is the Usage Control (UCON) [4] , [5] . The latter subsumes the Attribute Based Access Control approach (ABAC) [6] . To the best of our knowledge, there is no standard definition of ABAC [7] and for that we omit to further analyze it. RBAC supports the principles of abstract privileges, least privilege, separation of administrative functions and separation of duties [8] . Recent research in [9] has ventured to enhance RBAC to a next-generation access control approach by introducing the ASCAA principles. ASCAA stands for abstraction, separation, containment, automation and accountability. A grid authorization system that makes use of RBAC is PERMIS [10] . UCON has introduced a number of novelties such as rights that are determined during the access of an operation, mutability of attributes and decision continuity. More characteristics are the support of authorizations, obligations and conditions. Research has been done in [5] for its use in collaborative systems. UCON has been adopted in GridTrust [11] . However, as an attribute based approach, it inherits its complexity and can be error-prone, especially in highly heterogeneous environments [12] .
The remainder of this paper is structured as follows: In section 2, a conceptual categorization for grid and cloud computing systems is proposed. A motivating scenario is presented in section 3, to demonstrate the identification of access control requirements based on the proposed categorization and assess their implementation in relation to contemporary approaches. Finally, the paper is concluded in section 4.
The Proposed Conceptual Categorization
Current grid systems have been categorized and classified in the existing literature based on different criteria, either qualitative or quantitative. Most of these categorizations are quite vague, in regard to the limits of each category [13] . This makes the definition of access control requirements a difficult process. Moreover, despite the use of generic systems engineering processes, security engineers lack a helper abstract model able to enhance and facilitate the definition of access control requirements. As a solution, a conceptual four-layer categorization that is capable of defining and evaluating security requirements is proposed.
Fig. 1. Conceptual categorization layers
As depicted in figure 1 , the proposed conceptual categorization is based on four abstraction layers: entropy layer, assets layer, management layer and logic layer. The differentiation from generic security engineering approaches is that, in our case, factors that affect the security of the systems are mainly considered in their categorization. Briefly, the conceptual categorization identifies and groups security requirements into discrete layers of different abstraction levels. The abstraction level refers to the ability of a layer to identify requirements in different breadth and depth. The entropy layer identifies requirements from the dispersion of the objects in a system and the assets layer from the type of shared objects within the boundaries of the entropy layer. The next layer defines requirements from policy management and the logic layer incorporates requirements that are not handled by the former layers.
